HOW TO AVOID EMAIL SCAMS...

A Business Email Compromise (BEC) attack is a sophisticated scam where criminals
impersonate trusted individuals to trick employees into sending money or sensitive
data. Unlike standard spam, these attacks rarely use malicious links or malware, making
them difficult for automated filters to catch.

The Lifecycle of a BEC Attack
BEC attacks typically follow these stages:

» Reconnaissance: Attackers research the company using social media and
LinkedIn to identify key personnel, such as owners, doctors or finance managers.

« Establishment: They create a "look-alike" domain (companynameltd.com instead
of companyname.com) or use phishing to steal actual credentials.

o Gaining Trust: The attacker monitors actual email threads to understand the tone
and timing of business transactions.

o Execution: A request is sent for an "urgent” wire transfer or invoice payment,

often claiming the sender is in a meeting or out of town.

Common Tactics and Tools
Attackers rely on human psychology rather than technical flaws. Key methods include:

» Spoofing: Using a fake sender address that looks identical to a real one.

» Conversation Hijacking: Inserting themselves into an existing email thread
between a business and its vendor.

o Pressure & Urgency: Using high-stakes language to discourage the victim from
double-checking the request.

Prevention and Response

O Always verify financial requests through a second, "out-of-band" channel (like a
phone call or text) before sending money. NEVER call, text or email from listed
information contained in questionable email.

o ALWAYS look at and examine the sending email address.
o ALWAYS use ONLY the business email account assigned by IT support.



o NEVER use Gmail, Yahoo, AOL, Hotmail or any personal email account.

o NEVER check your personal email, shop or use social media that is not directly
related to the business.

o NEVER scan QR codes within the email.

o NEVER enter YOUR email credentials after clicking on a link from any email
received.

o Employee Training: Regularly educated staff using updated guides.

« Business Email Compromise (BEC) - The different types of attacks.

Here are four common examples of BEC attacks, ranging from simple impersonations
to complex hijacking.

1. The "Executive in a Meeting" (CEO Fraud)
The attacker impersonates a high-level executive and targets a subordinate in finance or
HR.



o The Hook: "I'm tied up in a confidential meeting and need this vendor invoice
paid immediately to avoid a late fee. Can you handle this? I'll be out of pocket for
the next two hours."

o The Tactic: Creates false urgency and discourages the employee from calling to
verify.

« The Red Flag: The sender’s email looks correct at first glance but uses a look-
alike domain (e.g., @company-ltd.com instead of @company.com).

2. The Bogus Invoice (Vendor Fraud) (MOST COMMON)

The attacker impersonates a real supplier or service provider the company uses.

« The Hook: "Please note that we have updated our banking details for all future
payments. Attached is the updated invoice for this month’s service."

o The Tactic: Uses stolen branding and official-looking PDFs to appear legitimate.

o The Red Flag: A sudden change in payment instructions or banking locations
(e.g., switching from a domestic to an international bank).

3. The HR / Payroll Diversion

This attack targets the HR department to steal an individual's paycheck.

o The Hook: "Hi HR, I've switched banks and need to update my direct deposit
information before the next pay cycle. Can you send me the forms or link to do
this?"

o The Tactic: Mimics a trusted employee using a personal email account (e.g.,
gmail.com) claiming they can't access their work mail.

o The Red Flag: The request comes from a personal address that isn't on the
employee's official file.

4. Email Thread Hijacking
The most dangerous type. The attacker gains access to a real employee's inbox via
phishing.
o The Hook: The attacker finds an ongoing conversation about a pending contract.
They jump into the thread saying, "Actually, let's use the wire instructions below
instead of the ones in the previous email."




The Tactic: It is a real email address and a real conversation, making it nearly

impossible for filters to catch.

The Red Flag: Subtle changes in tone or a sudden shift in how money is handled

mid-project.

@ Pro Tip: If an email asks for money or data, call the person on a known number to
confirm. Never use the phone number provided in the suspicious email.

Visual examples of BEC attacks help identify the subtle "red flags" that distinguish them
from regular emails.

/\ Visual Comparison: Lookalike Domains
Attackers often register domains that are visually nearly identical to your company’s
real domain. This is known as "typo-squatting" or a lookalike domain.

Type

Real

Fake

Fake

Fake

Example Address

jane.doeltechcorp.com

jane.doeltech-corp.com

jane.doe@techcorp.co

jane.doe@techeorp.com

The Red Flag

Correct spelling and domain.

Added hyphen to mimic the brand.

Changed .com to .co at the end.

Replaced 'c' with 'e' (very hard to see).



Key Indicators in Email Content

Because BEC attacks typically do not contain malware or links, you must look for
behavioral cues.

« Abnormal Urgency: Language like "immediate action required" or "do not discuss
this with others" is used to bypass standard protocols.

o Irregular Timing: An "urgent" request sent from an executive after business
hours or during a known vacation.

« Altered Payment Info: Any request to change banking details for a vendor you
have paid for years.

o External Labels: Many companies now use "EXTERNAL" tags in email headers; if
a "CEQ" email has this tag, it is a guaranteed fake.

[ The "Cloud File" Sneak Attack

Modern BEC attackers use creative abuse of cloud services like OneDrive or SharePoint.

1. The Notification: You receive a real notification from a trusted service (e.g., "CEO
has shared a file with you").



2. The Payload: The shared file is often a view-only PDF or OneNote document.
3. The Trick: The document mimics a login page or contains "new wire instructions”
that look legitimate because they are hosted on a trusted platform.

For more information or if you have any questions, please contact me anytime.
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